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Néchste Folie

Yet

Do we really want security/privacy, and how much of it?
Makes systems hard or slow 1o use (and hence is eircumvented)
How it, and who pays?

Vihat's the risk, real
And what exactly does “confidentiality”?

Is security a subproblem of risk aalysis?
Difterent kinds of eystems: your website. the university's stucent racords,
. rosh water supoly IT, weapons
How can I tell if my info was shared with
Cambridge Analytica?

Recenty, o cebook data by apps and
webstes. We

ture

your information Cambricge Anaytca by the

on ]
2pp“This s Your Dighal Lite™ Keine Notizen.
Was my tormation sharec?
s g

Asaresu, th fokowing iformaton was kel hared with T s Your Digha i

Page fkes, dateof bt and curent iy
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Goal of today's lecture

Overview of today's lecture - Got s desper undersanding ot whatsecuty engineering s all bout

+ Understand what makes it o dificult

+ What is security?

+ See how security relates to other SW enginesring activitios.
« What s security engineering? + Get an idea of what we will learn.

ack next week!

« Overview of the class.

Keine Notizen.

Folie 7 von 58

ASLEISTEANZEIGEN & ANZEIGEEINSTELLUNGENY (B BILDSCHIRMPRASENTATION BEENDEN

04501 N O 57 Néchste Folie

Humans in the loop

Humans in the loop Socil Engiearing

Don't hack system; .hack” people
Imporsonating IT staff

Social Engineering Ho o ity
" X “ Using intmidton tactics
Don't hack system; ,hack" people Shoutdor suring

IN THIS CORNER W& HAVE On a broad scale (interet banking data), and for single companies:
FIREWALLS, ENCRYPTION, spear phishing
ANTIVIRU SOFTWARE  ETC -

1 AD N THO CORMNER,
| e HAVE DANe//

Keine Notizen.
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OWASP 2017 Top Ten Vulnerabilities

Top 10 2013

Top 10 2017

Al - Injection

Al - Injection

A2 - Broken Authentication and Session
Management

A2 - Broken Authentication and Session

A3 — Cross-Site Scripting (XSS)

A3 - Cross-Site Scripting

A4 — Insecure Direct Object References

A4 — Broken Access Control

A5 — Security

AS — Security Misconfiguration

A6 — Sensitive Data Exposure

A6 — Sensitive Data Exposure

‘A7 — Missing Function Level Access Control

A7 - Insufficient Attack Protection

A8 — Cross-site Request Forgery (CSRF)

A8 - Cross-site Request Forgery (CSRF)

Vulnerabilities over the years

Total Matches By Year

Keine Notizen.

S ANZEIGEEINSTELLUNGENY B BILDSCHIRMPRASENTATION BEENDEN

Vulnerabilities over the years

Total Matches By Year

Security Engineering

Sscurity Engineering = Software Enginesing + Information Sscurity

Enginesring is th

i.e.,the application of enginesring to software.
Information Seeurity focuses on methods and technologies to reduce risks
to Information Assets.
More refined (adopted from Anderson, Security Engineering)
‘Security Engineering is about building systems that remain
dependable in the face of malice, error. o mischance. As a discipline,
it focuses on the tools, processes, and methods needed to design,
implement,test, and evolve systems.
Security Engineering is not a mature discipline yet!

Keine Notizen.

A9 - Using Components with Known A9 - Using Components with Known
Vulnerabilities iliti

# of Vulnerabilities Meeting Specified Limitations

/A10 — Unprotected APIs

Year
https://web.nvd.nist.gov/view/vuln/statistics

See https://www.owasp.org/index.php/Top_10-2017_Top_10

Frt Aetaner Prtsner (4 ScutyEngneting | Summer 2019
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Security Engineering and Complexity
Security Engineering

Security Engineering = Software Engineering + Information Security
No s o ustats

Software Engineering is the application of systematic, quantifiable
approaches to the development, operation, and maintenance of software;
i.e., the application of engineering to software.

Information Security focuses on methods and technologies to reduce risks
to Information Assets.

More refined (adopted from Anderson, Security Engineering)
Security Engineering is about building systems that remain
dependable in the face of malice, error, or mischance. As a discipline,
it focuses on the tools, processes, and methods needed to design,
implement, test, and evolve systems.

Keine Notizen.

Security Engineering is not a mature discipline yet!

Prof. Alexander Pretschner (14) | Security Engineering | Summer 2019
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