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Abstract—Gold farming ]E a set of illicit practices in which players
in massively multiplayer online games gather and distribute virtual
goods for real money. Using anonymized data from a popular
online game to construct networks of characters involved in gold
farming, we examine the frade networks of gold farmers, their
trading affiliates, and uninvolved characters at large. Our analysis
of these complex networks™ connectivity, assortativity, and attack
tolerance indicate that farmers exhibit distinctive behavioral
signatures which are masked by brokering affiliates. Our findings
are compared against a real world drug trafficking network and
suggest similarities in both or i network strucrures
‘which reflect similar effects of secrecy, resilience, and efficiency.
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potential source. These large-scale social environments contain
plavers of varying levels of expertise who join cooperative
teams to accomplish complex tasks [6, 7]. To the extent that
individuals in online virtual worlds engage in similar
psychological, social. and economic behavior as they do m the
“real” world, player activity in virtual worlds can potentially be
generalized to understand real world social dynamics [8].
Moreover, because the orgamizations that operate MMOGs
maintain archival databases of all player actions and attributes,
it is possible to analyze comprehensive cross-sectional and
longitudinal behavioral data on a scale that would be unethical,
impracticable, or impossible to do in the real world.

Using a combination of comprehensive, unobtrusively
obtamed behavioral data and methods in network analysis, we

examine the coordmation structures and dynamies of a dark
pstincl of ana nacticular fima of daviaat activit: in oo MO
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Lernziele, Methodik, angestrebte Kompetenzen

« Algorithmen und Werkzeugen der Graphentheorie und der Netzwerkanalyse
« Umsetzung wissenschaftlicher Paper und Interpretation |hrer Ergebnisse
« Kreative Entwicklung und Umsetzung einer Simulationsstrategie

« Entwicklung performanter Vorgehensweisen fuir Simulationen von Ablaufen in
grofRen Graphen I




